

Risk Assessment – Due Diligence in Service Providers


Risk Description
Completely Implemented
Partially Implemented
Aware,

But Not Implemented
No Awareness
Not Applicable
Risk Rating


Technical and Industry Expertise







1
Has the service provider’s experience and ability to provide the necessary services and supporting technology for current and anticipated needs been assessed?







2
Have areas been identified where the bank would have to supplement the service provider’s expertise to fully manage the risk?







3
Has the service provider’s use of third-parties or partners that would be used to support the outsourced operation been evaluated?







4
Has the experience of the service provider in providing services in the anticipated operating environment been evaluated?







5
Have additional systems, data conversions, and work been considered?







6
Has the service provider’s ability to respond to service disruptions been evaluated?







7
Have references and user groups to learn about the service provider’s reputation and performance been contacted?







8
Have key service provider personnel that would be assigned to support the bank been evaluated and/or identified?







9
Have on site visits, where necessary, to better understand how the service provider operates and supports its services been conducted?









Risk Assessment


Risk Description
Completely Implemented
Partially Implemented
Aware,

But Not Implemented
No Awareness
Not Applicable
Risk Rating


Operations and Controls







10
Has the adequacy of the service provider’s standards, policies, and procedures relating to internal controls, facilities management (e.g., access requirements, sharing of facilities, etc.), security (e.g., systems, data, equipment, etc.), privacy protections, maintenance of records, business resumptions contingency planning, systems development and maintenance, and employee background checks been determined?







11
Has management determined whether the service provider provides sufficient security precautions, including, when appropriate, firewalls, encryption, and customer identity authentication, to protect the bank’s resources as well as detect and respond to intrusions? 







12
Have the audit reports of the service provider been reviewed to determine whether the audit scope, internal controls, and security safeguards are adequate?







13
Has management evaluated whether the bank will have complete and timely access to its information maintained by the provider?







14
Has an evaluation been conducted on the service provider’s knowledge of regulations that are relevant to the services they are providing. (e.g., Regulation E, privacy and other consumer protection regulations, Bank Secrecy Act, etc.)?









Risk Assessment


Risk Description
Completely Implemented
Partially Implemented
Aware,

But Not Implemented
No Awareness
Not Applicable
Risk Rating

15
Has management assessed the adequacy of the service provider’s insurance coverage including fidelity, fire, liability, data losses from errors and omissions, and protection of documents in transit?








Financial Condition







16
Has management analyzed the service provider’s most recent audited financial statements and annual report as well as other indicators (e.g., publicly traded bond ratings), if available?







17
Has management considered factors such as how long the service provider has been in business and the service provider’s market share for a given service and how it has fluctuated?







18
Has management considered the significance of the bank’s proposed contract on the service provider’s financial condition?







19
Has management evaluated the technological expenditures?  Is the service provider’s level of investment in technology consistent with supporting the bank’s activities?  Does the service provider have the financial resources to invest in and support the required technology?







                                                                                                        Overall Rating


